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This is the mitigation most people assume Linux already does well.

And to be fair, Ubuntu does do it well. But the Essential Eight bar is not "Linux can patch." The bar is
closer to "can you patch quickly, consistently, and with evidence across workstations, servers, and

internet-facing systems?"

That is where Ubuntu Pro, Livepatch, and Landscape become much more than convenience

features.

What ASD is trying to achieve

The OS patching mitigation is about reducing the lifespan of exploitable platform weaknesses.
For Ubuntu 26.04 LTS, that means:

e security updates for base packages
e kernel patching and reboot strategy
e prompt remediation of internet-facing systems

e handling unsupported versions before they turn into exception debt
Ubuntu 26.04 LTS reference implementation

Resolute Raccoon highlights
Ubuntu 26.04 LTS brings a few changes that are directly relevant to this mitigation:
e Livepatch now extends to Arm64

o TPM-backed full-disk encryption is generally available in the installer

e Canonical has expanded the use of memory-safe system components, including Rust-based

utilities and additional Rust in kernel components

Livepatch for Arm64 is the big one here. It narrows the operational gap between x86 64 and Arm

fleets when you are trying to reduce kernel exposure without constant reboot churn.

1. Standardise on Ubuntu Pro for enterprise fleets

If Ubuntu 26.04 LTS is your reference build, Ubuntu Pro should be the default security posture, not an

optional extra.
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Why:
e extended security maintenance for a much broader package set
e Livepatch access for supported kernels
e a cleaner operational model for long-lived enterprise servers

For Essential Eight alignment, that broader support window matters because unsupported or weakly

maintained packages create risk long before the OS itself reaches end of life.

2. Use Livepatch, but do not confuse it with "no more reboots"
Canonical Livepatch is one of the most useful Linux security features in the enterprise toolbox. It can
apply critical kernel security fixes without waiting for your next maintenance reboot.

That is excellent for exposure reduction, especially on internet-facing or high-availability systems.

But it is not magic:
e not every kernel update is livepatchable
e non-kernel package updates still need standard patching

e you still need planned reboots for full package and kernel lifecycle hygiene

In other words, Livepatch reduces risk between maintenance windows. It does not remove the need for

maintenance windows.

A note from the real world

When testing Livepatch on Ubuntu 24.04, a few things frustrated me. It felt like a separate update
channel rather than something fully native to the normal APT-driven Ubuntu Pro experience, and it

was easy to overestimate what it actually does operationally.

Livepatch does not mean "turn it on and you now get kernel updates forever without reboots." You
still need to be on a supported kernel series first, and you still need to upgrade and reboot within

the documented support window to stay covered.

My other frustration was Landscape integration. Canonical does now document Livepatch visibility
in the Kernel tab in newer Landscape releases, which is better than I first thought, but I still have
not seen a documented "apply Livepatch now" style workflow or the kind of fleet view I would like

for tracking systems that are nearing the end of Livepatch coverage.

I am hopeful some of this feels more integrated in the Ubuntu 26.04 generation of Ubuntu Pro,

Livepatch, and Landscape, because the underlying idea is very good.

3. Use Landscape to run patch rings

For Ubuntu fleets, I would separate at least three operating system patch rings:

e workstations and general user endpoints

e internal servers
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e internet-facing servers

Landscape gives you a way to stage updates, check fleet status, and avoid turning every host into a
snowflake. That is particularly useful when the Essential Eight timelines for internet-facing assets are

tighter than the rest of the estate.

4. Keep firmware and platform lifecycle in view

ASD talks about operating systems, but in practice the reliability of the control also depends on

platform health:

e UEFI or BIOS updates
e storage controller firmware
e out-of-band management firmware
e cloud image currency
On Ubuntu, fwupd and LVFS can help on supported hardware, but many enterprises will still need

vendor tooling and infrastructure processes outside the base OS.

5. Reduce the number of special cases

OS patching gets ugly when the estate includes:

e old kernels kept for vendor compatibility
e third-party kernel modules
e hand-built images with unclear provenance

e internet-facing systems treated as one-off pets

If you can eliminate those patterns, the Essential Eight requirement becomes much more realistic.

ISM control mapping

The October 2024 Essential Eight to ISM mapping ties this mitigation to these controls:
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ISM

control

ISM-1807

ISM-1808

ISM-1701

ISM-1702

ISM-1877

ISM-1694

ISM-1695

ISM-1501

ISM-1696

ISM-1902

ISM-1879

ISM-1697

ISM-1903

ISM-1904

Linux implementation on Ubuntu 26.04 LTS

Patch or remove vulnerable OS components on workstations in line with required timelines.
Patch or remove vulnerable OS components on internet-facing servers as a priority.

Apply operating system vendor security updates within the required timeframe.

Prioritise internet-facing systems and other exposed workloads for rapid remediation.

Ensure core operating system components are current and supported.

Maintain an accurate inventory of operating system versions and patch levels.

Verify that operating system updates were applied successfully across the fleet.

Replace or upgrade unsupported operating systems before they become unmanaged risk.

Use compensating controls when an operating system cannot be patched immediately.

Limit exposure for vulnerable operating systems through additional protections.

Apply higher-maturity operating system patching disciplines consistently to the environment.
Govern exceptions and technical debt where patching is constrained by application compatibility.
Reduce attack surface for systems awaiting patching through segmentation and access control.

Ensure vulnerable operating systems are isolated, monitored, or replaced when full remediation is

delayed.

Where Ubuntu is strong

Ubuntu is in a good place for this mitigation because the control stack is coherent:

e a clear package manager

long-term support releases

official security notices

e Ubuntu Pro support options

Livepatch for kernel exposure reduction

e Landscape for fleet operations

That is a much better place to be than mixed Linux estates where every distribution has its own

lifecycle and tooling expectations.

Compensating controls when patching cannot happen immediately

Sometimes the blocker is real. Legacy vendor software, kernel module dependencies, or narrow

maintenance windows can slow you down.

When that happens, do not just record an exception and move on. Add controls:
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e remove direct internet exposure

e restrict admin paths with Teleport or a hardened bastion
e apply AppArmor confinement where practical

o tighten host firewall policy

e increase logging and alerting

e accelerate the replacement plan

For high-risk hosts, I would much rather see a tightly brokered and segmented vulnerable system than

an unpatched host sitting directly on a management network with broad SSH reachability.

The bottom line

Ubuntu 26.04 LTS is a solid reference implementation for the Essential Eight operating system

patching mitigation, especially when you lean into the Canonical stack.

Use Ubuntu Pro for lifecycle coverage, Livepatch to reduce kernel exposure, and Landscape to
make the process real at fleet scale. Resolute Raccoon's Arm64 Livepatch support is especially
welcome if your Linux estate has moved beyond x86 64. Linux is not automatically compliant just

because it patches well in theory. The win comes from operational discipline.
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